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About Me

Xiaoyu Ji ZZHEF
2010: EE, BS, Zhejiang University
2015: CS, PhD, HKUST
2017-Now: Professor, ZJU

Research interest: loT security, Embodied Al
security, wireless and sensing security

Homepage: www.xiaoyu.dev
Email: xji@zju.edu.cn
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About You?

*Basic personal information
—Name
—MS/PhD/??
—Department
—Advisor
—Research Area
*|nterests
*Experience

*About this course and you

—Why do you take this course?

—What you expect to learn (or any goal)?

—What keywords run into your mind regarding wireless security?
—What specific problems or topics are you interested in?



What is this course about?

B What is security?

B [s wireless secure, and why if not?

B What is privacy issues in wireless networks?

B How to enhance the secure of wireless networks?
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Top X research problems in USSLAB

Sensor Neural Networks
Sensor-oriented security and privacy problems
Wireless signal for malware injection/ bug exploitation

Wireless and electromagnetic signals to attack
® GhosTouch series

® Control manipulation

® Physical adversarial example
® Laser to fool autonomous driving
® Sound to fool autonomous driving

Voiceprint/ASR/ASV security

® Siri, /NE/NE, RIKER.....
DolphinAttack and its defenses
Nonspeaker as speaker to attack ASR
GhosTouch, wired GhosTouch

Liveness detection



Sensor-oriented security and privacy

B MicPro (CCS’23) and CamPro (NDSS’24)
B Audio/Facial privacy protection on sensors

Privacy Protection

MicPro Microphone

Py

Speaker

CamPro



Physical adversarial example

B ADV-Lidar (IEEE SP’23)
B Laser to fool autonomous driving
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A spoofing "pedestrain” point cloud (left) and a benign pedestrian point cloud (right) are both detected by SECOND.



Physical adversarial example

B Poltergeist (IEEE SP’21)
B Play sound to fool autonomous driving

Ground Truth Real-World Attack




Voiceprint security

B PROLE Score (USENIX Security’22)

B How to measure voiceprint security
B www.usslab.org/prolescore

Comments

PROLE Score Tool

I INg o phome sequence, ikenng somes: dgbal numbers, special characters, and efc
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http://www.usslab.org/prolescore

DolphinAttack
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Activate Siri and make a phone call with a normal veice.
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Nonspeaker attack ASR
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GhosTouch
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Wired GhosTouch

m |EEE S&P’ 22

B BENWR: BURRLEERRFI, AIELAZRMERIEEFI. S AR ESH
FREY(ERR R TN

n {ERANR: SREAIVMERNFI. Fik. BRE

n {ERIEE: ATRELKE

B GENIE m ERKE B RERSSIE
RARZEREFNEIANRFMR ENRFAR, ENAPMS AR AR R AR IR

Malicious Malicious

Connection?

Connection
N~ 7

“Decline” >“Accept”

S
q
/

13



Other: Signal into control

B How to manipulate to attack the control of an UAV
B What is the rationale behind
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Course Goal

B Understand the basic principles of wireless network

security and privacy
B Wireless network basics
B Security & privacy, especially related to wireless networks

B Read and discuss interesting literature in the areas of

wireless network security, such as:
Wireless signal as an attack

Embodied Al attack and defenses

Al related security, e.g., adversarial ML
Software and protocol security

Other new trends, e.g., 5/6G security

B Understand and get a sense on how to do research
B How to determine what is important
B How to organize a research paper
B How to sell your idea
B How to present your work?
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Administrative

Course information:
* Syllabus: publish after each course

* Reading references: TBD in next course
* Course web: http://www.usslab.org/courses/wnsp.html

How to reach me:
* Email: xji@zju.edu.cn
e Office: Teaching Building #2, Rm 325
* TA: Yu Wang (F &) e

Recommended reference book:
o (KM A) , RSO, BT
* Computer Networking: A Top-Down Approach

 “Cryptography and Network Security” by William Stallings

«  William Stallings[3£]%. XI| K22, F NNUF, {8 1 B 45 %,
WX 28 2 — JR B 550 ) (BB /SRR), - DA,

(gD S
2004
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http://www.usslab.org/courses/wnsp.html

Pre-requisites

Computer networks

Basic programming skill, e.g., Python/C/C++
Basic knowledge of wireless

Strong motivation

Curiosity
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Tentative Topics

B Wireless networks [1 course]
M Wireless concepts
B Wireless standards, e.g., |IEEE WiFi/802.11
B Mobile networks: smartphones
B Narrow-band loT (NB-loT), 5G

B Information Security basics [1 course]
B Concept of cryptograph
B Classical and modern cryptograph mechanisms
B |oT authentication, hash, etc.

B Wireless Security & Privacy [3 course]
B Single layer security & privacy
B Cross-layer security & privacy
B Location based security & privacy

B Special Issues [2 course]
B loT Security OOB Vulnerability
B Al and Embodied Al Security

B Security and privacy in new wireless networks

B Research in research (%)
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Course Organization

Paper

Presentation
& Discussion

..+

Special Issues

Wireless + Information Security
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Course Organization

B Group task
B2 people as a group

B Present 1 paper: from top-tier security
conferences

M Finish 1 project: e.g., reproduction of the
presented paper, or from other sources such as
GitHub

B Presentation and project demo at the last

course



Course Organization - Presentation

B Paper source: ACM CCS/Usenix Security/ IEEE S&P, NDSS,
and | will recommend a list of recent papers

B Will run like a seminar
B My introduction about the topic
B Your presentation of papers of that topic
B Discussion from all students

B Auditors are expected to read papers and participate

B Papers are divided into several sessions, and each session
has a topic, including about 4-5 papers
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Course Organization - Project

B [mplement a “interesting” project based online

resource, e.g., from
B The paper you have chosen
B Or from GitHub, etc.

B Topics:
B Wireless security
B Embodied Al
B LLM security
B Adversarial machine learning

B Voiceprint security
I

B Implement and then improve!
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Grading

B No exam!

B Grading based on:
* 30% class discussions and participation
* 30% presentations
* 40% project

B Your Best Strategy
* Come to every lecture
* Read and summarize papers that will be presented
* Participate in the discussion during class!
* Enjoy the fun!
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